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what is strong encryption

Strong encryption is the process of encoding data or information in such a way that it can
only be accessed or read by someone who has the appropriate decryption key. The strength
of encryption is determined by the algorithm used and the length of the encryption key. The
longer the key and more complex the algorithm, the harder it is to decrypt the information

without the key.

A good example of strong encryption is AES 256-bit encryption, which is widely used to
protect sensitive data such as credit card information and personal information. This
encryption method uses a 256-bit key and is considered to be practically unbreakable with

current technology.

It's important to note that even though the encryption algorithm itself may be considered
"strong”, the security of the entire encryption system can be weakened if the key is not kept

secret and if the implementation of the encryption is not secure.
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Economic espionage

Background and history

Intelligence Capabilities: 1992-2005
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TOP SECRET // COMINT // NOFORN//20291130

Collection Access
and Techniques

(How)

Counter Proliteration

DN Strong Selectors

Polincal/Intention ol Nations

Counter Terrorism DNR Strong Selectors
Diplomatic DNI Circuits

- Leonone DNR Circuits
Military

Mobile Wireless

Partnerships
(Where)

Legal Authorities
(Approvals)

NSA = S50, TAO, NTOC, CLS, AKP...
CIA

NSA FISA
CT FBI FISA

FBI - Headquarters, NY, and DC

FISA Amendment Act (FAA)

FBI - Engineering Research Faciliy

C1 FBI FISA

DOJ

BR FISA

Commercaial Providers

PR/TT FISA

TOP SECRET // COMINT // NOFORN//20291130
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Ekonomiskt spionage - ODNI |
U S A \ Inriktar och f&r Und. - NSA - CIA - Ovrig.

temporar persNonaI (ZOV $ \\

:E l—EtabIerad 1979—> \“ <—Stationerade pd— * }:
e Carter Administration, 1977-1981 us Department ot Conimer? Officalfor Execitive Support CIA NsA Ovng.
* Foreign Intelligence Surveillance Act, 1978 | (OES) e
* Office of Intelligence Liaison, 1979 Etablerad 1980
* Bush Administration, 1989-1993 $ Byter 1996 namn frdn
* The end of the Cold War, ca:1989-91 — e sl Inteliigeivg Liaison
= (< (OLL) (O/1L)
* The Advocacy Center, 1993 \l' !/j
* Clinton Administration, 1993-2000 International Trade Administration Underrattelser

» Office for Executive Support, 1996 |
Etablerad 1993

\]/ //InformatuN

Advocacy Center Industnn Avtal
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Mission Statemeni

Our mission Is to coordinate U.S. Government resources and authority in order to level the playing field on behalf of
LS. business interests as they compete against foreign firms for specific international contracts or other U.S. export
opportunities. In doing so, the Advocacy Center helps create and retain U.S. jobs through exports.

=

ort:goyv.
dﬂh’ang Export

Solutions Locations

Advocacy Center

» Home

» Assistance

» Questionnaire

» Policy

» Staff Directory

» Partner Organizations

» Internship Opportunities

» Multilateral Development
Banks

» Small Business Outreach

» Trade Promotion Coordinating
Committee

» Advocacy FAQs

WHO WE ARE

The Advocacy Center is a unit of the Global Markets bureau of the
International Trade Administration, U.S. Department of
Commerce.

WHAT WE DO

Based in Washington, D.C., the Advocacy Center coordinates U.S.
government interagency advocacy efforts on behalf of U.S.
exporters bidding on public-sector contracts with overseas
governments and government agencies. We work very closely
with the U.S. Commercial Service network of domestic Export
Assistance Centers and Commercial Offices within U.S. diplomatic
missions overseas.

The Advocacy Center helps to ensure that sales of U.S. products
Leveling the Playing Field for U.S. and services have th_e be_st possible_chance comp_eting abroad.
T TROSERORI SRl Advocacy assistance is wide and varied but often involves

companies that want the U.S. Government to communicate a
message to foreign governments or government-owned
corporations on behalf of their commercial interest, typically in a
competitive bid contest.

e CATRY
consulting



WE ACCELERATE AND
FACILITATE BUSINESS
WITH SWEDEN

Business Sweden facilitates and promotes the growth of

Swedish companies abroad and investment
opportunities for foreign companies in Sweden.

Business Sweden’s aim is to strengthen and promote Sweden as an
attractive, innovative and competitive business partner. We support Swedish
companies in reaching export markets and identify business opportunities for

small and medium-sized enterprises to grow internationally.

CQur aim is also to facilitate for foreign companies to invest in Sweden. We
connect international companies with business opportunities in Sweden -
whether the interest is to gain access to the market or world class R&D and
innovation clusters.

Vv

e CATRY
consulting



WE ACCELERATE AND
FACILITATE BUSINESS
WITH SWEDEN
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Office for Executive Support (OES)
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Ekonomiskt spionage —
USA — Danmark - Sverige

X

- helt klart olagligt om det |

Kallor till DR: USA bedrev
spionage mot Saab - med hjalp
av danska underattelsetjansten

UPPDATERAD 18 NOVEMBER 2020 PUBLICERAD 14 NOVEMBER 2020

Den amerikanska underrédttelsetjansten NSA bedrev spionage mot
svensk och dansk férsvarsindustri fran en bas i Danmark. Det avsldjar
Danmarks Radio som talat med flera killor med insyn i en pagaende
avlyssningsskandal inom danska motsvarigheten till FRA, Forsvarets
Efterretningstjeneste (FE).



SECTION 702: THE PROCESS

HOW DOES THE IC COLLECT UNDER SECTION 7027

TASKING PROCESS FOR SECTION 702

Cannot collect using keyword

ANALYST (e.g.. “bomb") or name.

1 Anclyst identifies:

aselector, such “ompletes

‘as an email targeting

;;addrasorphone request

number S

B\
2 Non-usp

located YES' 3  HosForeign

outside Intelligence?

u.sz

NO NO OVERSIGHT

_Such as DOJ reviews every
information targeting determination
about terrorism to ensure it is consistent
or weapons with the statute and
proliferation. targeting procedures.

ALL AGENCIES

)

Inga domstolsbeslut och inga beslut som
ett bolag kan vagra eller 6verklaga.
Eftersom dvervakningen och selektorer i

00

_ANALYST

Trained

sig 4r TOP SECRET sa ar det valdig fa e
. . o o information in
manniskor pa bolagen som ens far se their respective
. access-controlled
eller ens veta om att bolaget ar anslutet. dafabases.

4 ‘;*g

AN/\LYST

san:

DENY DENY
G S
‘_- ) L/ 4
SENIOR ANALYST SENIOR ANALY
Check APPROVE Double Check PRISM
APPROVE

APPROVE

FISA 702

UPSTREAM (NSA only)

Collect target's
communicoﬂons

DOWNSTREAM (all agencies)

7a 7b

NSA

NCTC
DATABASE
CIA FBI
St DATABASE  DATABASE
NSA
DATABASE
Analysts are required to

conduct post-targeting checks
to verify that the target remains
a foreigner overseas with
foreign intelligence.
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SECTION 702: THE PROCESS

HOW IS THE PROGRAM APPROVED?

The Attorney General
and Director of National
Intelligence submit to
the Foreign Intelligence
Surveillance Court (FISC)
certifications that specify
categories of foreign
inteligence that the IC can
use Section 702 to collect.
Such certifications may be
effective for up to one year
and must be resubmitted

Certifications

» The AG and DNI also submit:

* The rules designed to ensure
that the IC only uses Section
702 to target foreign persons

located outside the US. to

acquire foreign inteligence
information (known as

targeting procedures); and

. The rules designed to
safeguard any U.S. person

information incidentally
acquired through Section

The FISC reviews the
certifications and

these procedures
annually to ensure
they comply with
both FISA and the
Fourth Amendment,
taking into account
how the program
has functioned,
including any

annually. 702 (known as minimization compliance
procedures). incidents.
I
I
I
I
Order
U.S. Companies
The ASC must issue
a written opinion
explaining its
Only upon FISC approval of the reasoning.
certifications, including the

targeting and minimization
procedures, the AG and DNI can
issue written directives compelling
U.S. electronic communication
service providers to assist with
collection against authorized
Section 702 targets.

CATRY

consulting



SECTION 702: THE PROCESS

TOP SECRET/NOFORN

EXHIBIT F

bl :
IN THE MATTER OF FOREIGN GOVERNMENTS, FOREIGN FACTIONS, F!H{Rﬁc#' 11:09

ENTITIES, AND FOREIGN-BASED POLITICAL ORGANIZATIONS .-,

DNVAG 702(g) Certification 2010-A

Foreign Governments or Any Components Thereof, Whether or Not Recognized by the
United States (50 U.8.C. § 1801(a)(1)%:

Afghanistan; Albania; Algenia; Andorra; Angola; Antigua and Barbuda; Argentina;
Armenia; Ausiria, Azerbaijan, Bahamas; Bahrain; Bangladesh; Barbados, Belarus;
Belgium; Belize, Benin; Bhutan; Bolivia; Bosnia and Herzegoving, Botswana; Brazil;
Brunei; Bulgaria; Burkina Faso; Burma (Myanmar); Burindi;, Cambodia; Cameroorn;,
Cape Verde; Central African Republie; Chad; Chile; China; Colombia; Comeros, Congo,
Demoeratic Republic; Congo, Republic; Costa Rica; Cote d*Tveire; Croatia; Cuba;
Cyprus; Czech Republic; Denmark; Djibouti; Dominica; Dominican Republic; East
Timor (Timor-Leste); Eevador; Egypt; El Salvador, Equatorial Guinea; Eritrea; Estonia;
Ethiopia, Fiji; Finland; France; Gabon; Gambia, Georgia, Germany, Ghana; Greece,
(Grenada;, Guatemala; Guinea; Guinea-Bissau; Guyana; Haiti; Honduras, Hungary,
Tceland:; India; Indonesia; Tran; Irag; Ireland; Israel; Ttaly; Jamaica; Japan; Jordan;
Kazakhstan, Kenya; Kiribati; Korea, Democratic Peoples Republic of (DPRK); Korea,
Republic of (ROK}); Kasove; Kuwait; Kyrgyzstan; Laos; Latvia; Lebanon; Lesotho,
Liberia; Libya; Liechtenstein; Lithuania; Luxembourg; Macedonia, Madapascar, Malawi,
Malaysia; Maldives; Mali; Malta, Marshall Islands; Mauritania; Mauritius; Mexico;
Micronesia; Moldova, Monaco; Mongolia; Montenegro; Moroceo, Mozambigque;
Namibia; Nauru; Nepal; Netherlands; Nicaragua; Niger; Nigeria; Norway, Oman;
Pakistan; Palaw, Panama; Papua New Guinea; Paraguay; Peru; Philippines; Poland,
Portugal; Qatar, Romania, Russia; Rwanda; Saint Kitts and Nevis; Saint Lucia; Saint
Vincent and the Grenadines; Samoa; San Marino; Sao Tome and Principe; Sandi Arabia;
Senegal, Serbia; Seychelles; Siena Leone; Singapore; Slovakia; Slovenia; Solomon
Islands; Somalia; South Africa; Spain; Sri Lanka; Sudan; Suriname; Swaziland; Sweden:
Switzerland; Syria; Taiwan; Tajikistan, Tanzania, Thailand; Togo; Tonga; Trinidad and
Tobago; Tunisia; Turkey; Turkmenistan; Tuvalu; Uganda; Ukraine; United Arab
Emirates; Uruguay; Uzbekistan; Vanuatu, Vatican City (Holy See); Veneruela; Vistnam,
Western Sahara, Yemen; Zambia; Zimbabwe, {TS/NE)

Certifications

e AG and DNI also submit:
The rules designed to ensure
that the IC only uses Section
702 to target foreign persons
located outside the US. to
acquire foreign inteligence
information (known as
targeting procedures); and
The rules designed to
safeguard any U.S. person
information incidentally
acquired through Section
702 (known as minimization
procedures).

The FISC reviews the
certifications and
these procedures
annually to ensure
they comply with
both FISA and the
Fourth Amendment,
taking into account
how the program
has functioned,
including any
compliance
incidents.

Order

The FASC must issue
a written opinion
explaining its
reasoning.

CATRY

consulting



SECTION 702: THE PROCESS

TOP SECRET/NOFORN T
_:':';'_J"!.'.n_.'i_- N .. 1
EXHIBITF o -

2010 F!g! N el | e

IN THE MATTER OF FOREIGN GOVERNMENTS, FOREIGN FACTIONS, clilil: 09 — | —

ENTITIES, AND FOREIGN-BASED POLITICAL ORGANIZATIONS .. | —

DNUVAG 702(g) Certification 2010-A RS Certifications
AG and DNI also submit:
* The rules designed fo ensure The FISC reviews the
Foreign Governments or Any Components Thereof, Whether or Not Recopnized by the ;’(‘;" the IC onlv uses Section cadifications.and

United States (50 U.8.C. § 1801 (a)(1)):
Afghanistan; Albania; Algenia; Andorra; Angola; Antigua and Barbuda; Argentina; .
Armenia; Ausiria, Azerbaijan, Bahamas; Bahrain; Bangladesh; Barbados, Belarus; TOP SECRET//NOFORN
Belgium; Belize, Benin; Bhutan; Bolivia; Bosnia and Herzegoving, Botswana; Brazil;
Brunei; Bulgaria; Burkina Faso; Burma (Myanmar); Burindi;, Cambodia; Cameroorn;,

Cape Verde; Central African Republie; Chad; Chile; China; Colombia; Comoros; Congo, Entities Openly Acknowledged by a Foreign Government or Governments to be Directed
Democratic Republic; Congo, Republie; Costa Rica; Cote d*Tvoire; Croatia; Cuba; and Controlled by Such Foreign Government or Governments (50 U.S.C. § 1801{a)(3)):
Cyprus; Czech Republic; Denmark; Djibouti; Dominica; Dominican Republic; East United Nations, International Atomic Energy Agency: World Bank Group, Infernational
Timor (Timor-Leste), Ecvador, Egypt; El Salvador, Equatorial Guines; Eritrea; Estonia; Monetary Fund; Inter-American Development Bank: European Central Bank; Buropean
Ethiopia; Fiji; Finland; France; Gabon; Gambia; Georgla, Germany; Ghana; Greece; Union; African Union; Organization of the Petrolenm Exporting Countries; African
(Grenada;, Guatemala; Guinea; Guinea-Bissau; Guyana; Haiti; Honduras, Hungary, Development Ba n.k; Asian Devel opment B ank: Bank for International Settlements;

Tceland:; India; Indonesia; Tran; Irag; Ireland; Israel; Ttaly; Jamaica; Japan; Jordan; i " - . . i
Kazakhstan; Kenya, Kiribati; Korea, Democratic Peoples Republic of (DPRK); Korea, Furopean Bank for Reconstruction and Development; Financial Action Task Force; Gas

Republic of (ROK); Kosove; Kuwait; Kyrgyzstan; Laos; Latvia; Lebanon; Lesotho, Producers' Forum; Islamic Development Bank; League of Arab States; Mercosur,

Liberia; Libya; Liechtenstein; Lithuania; Luxembourg; Macedonia, Madapascar, Malawi, g (TS//NF)
Malaysia; Maldives; Mali; Malta, Marshall Islands; Mauritania; Mauritius; Mexico;
Micronesia; Moldova, Monaco; Mongolia; Montenegro; Moroceo, Mozambigque;
Namibia; Nauru; Nepal; Netherlands; Nicaragua; Niger; Nigeria; Norway, Oman;
Pakistan; Palaw, Panama; Papua New Guinea; Paraguay; Peru; Philippines; Poland,
Portugal; Qatar, Romania, Russia; Rwanda; Saint Kitts and Nevis; Saint Lucia; Saint
Vincent and the Grenadines; Samoa; San Marino; Sao Tome and Principe; Sandi Arabia;
Senegal, Serbia; Seychelles; Siena Leone; Singapore; Slovakia; Slovenia; Solomon
Islands; Somalia; South Africa; Spain; Sti Lanka; Sudan; Suriname; Swaziland; Sweden;
Switzerland; Syria; Taiwan; Tajikistan, Tanzania, Thailand; Togo; Tonga; Trinidad and
Tobago; Tunisia; Turkey; Turkmenistan; Tuvalu; Uganda; Ukraine; United Arab
Emirates; Uruguay; Uzbekistan; Vanuatu, Vatican City (Holy See); Veneruela; Vistnam,
Western Sahara, Yemen; Zambia; Zimbabwe, {TS/NE)

ekploining its
reasoning.

CATRY

consulting



SECTION 702: THE PROCESS

HOW IS THE PROGRAM APPROVED?

The Attorney General
and Director of National
Intelligence submit to
the Foreign Intelligence
Surveillance Court (FISC)
certifications that specify
categories of foreign
inteligence that the IC can
use Section 702 to collect.
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effective for up to one year
and must be resubmitted
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» The AG and DNI also submit:

* The rules designed to ensure
that the IC only uses Section
702 to target foreign persons

located outside the US. to

acquire foreign inteligence
information (known as

targeting procedures); and

. The rules designed to
safeguard any U.S. person

information incidentally
acquired through Section

The FISC reviews the
certifications and

these procedures
annually to ensure
they comply with
both FISA and the
Fourth Amendment,
taking into account
how the program
has functioned,
including any

annually. 702 (known as minimization compliance
procedures). incidents.
I
I
I
I
Order
U.S. Companies
The ASC must issue
a written opinion
explaining its
Only upon FISC approval of the reasoning.
certifications, including the

targeting and minimization
procedures, the AG and DNI can
issue written directives compelling
U.S. electronic communication
service providers to assist with
collection against authorized
Section 702 targets.

CATRY

consulting



SECTION 702: THE PROCESS

HOW IS THE PROGRAM APPROVED?

U.S. Companies

The Attorney General
and Director of National
Intelligence submit to
the Foreign Intelligence
Surveillance Court (FISC)
certifications that specify
categories of foreign
inteligence that the IC can
use Section 702 to collect.
Such certifications may be
effective for up to one year
and must be resubmitted
annually.

Certifications

* The AG and DNI also submit:

* The rules designed to ensure
that the IC only uses Section
702 to target foreign persons

located outside the US. to

acquire foreign inteligence
information (known as

targeting procedures); and

. The rules designed to

safeguard any U.S. person
information incidentally
acquired through Section
702 (known as minimization
procedures).

The FISC reviews the
certifications and
these procedures
annually to ensure
they comply with
both FISA and the

Fourth Amendment,

taking into account
how the program
has functioned,

including any
compliance
incidents.

@
!

Order

The FASC must issue
a written opinion
explaining its

Only upon FISC approval of the
certifications, including the
targeting and minimization

procedures, the AG and DNI can

issue written directives compelling
U.S. electronic communication
service providers to assist with
collection against authorized
Section 702 targets.

reasoning.

Yahoo begar att FISA —domstolen FISC
ska avsl6ja en incident fran 2008 dar de
vagrade folja NSA -6vervakning tills
domstolen kravde att de skulle lamna

kunddata.

CATRY

consulting



NSA director defends plan to
maintain 'backdoors’
into technology companies

-1 defends plan .
»ors' into technology co..

«ogers mounts elaborate defense of Obama’s cybersecurity
egy and seeks to calm doubts about built-in access to

* Rogers admitted that concerns about US e
government infiltration of US companies’
data represented a business risk for US
companies, but he suggested that the
greater threat was from cyber-attacks.

* “l think it’s a very valid concern to say
‘Look, are we losing US market segment
here?’” Rogers said. “What’s the economic
impact of this? | just think, between a
combination of technology, legality and
policy, we can get to a better place than we

are now.” ‘
* -neaks about cyber security at the New America Four~’
~- Mark Wilson/Getty Images

www.theguardian.com/us-news/2015/feb/23/nsa-director-defends-backdoors-into-technology-companies

consulting



United States SIGINT System e
January 2007/ Strategic Mission List

(S//ST) J. MISSION: Emerging Strategic Technologies: Preventing Technological Surprise.

Focus Areas: Critical technologies that could provide a strategic military, economic, or political
advantage: high energy lasers, low energy lasers, advances in computing and information technology,
directed energy weapons, stealth and counter-stealth, electronic warfare technologies, space and remote
sensing, electro-optics, nanotechnologies, energetic materials. The emerging strategic technology threat 1s
expected to come mamly from Russia, China, India, Japan, Germany, France, Korea, Israel, Singapore, and
Sweden.

Accepted Risks: Technological advances and/or basic S&T development on a global basis elsewhere.



SECRET/COMINT/REL TOUSA, AUS, CAN, GBR/20291123

United States SIGINT System s sCnT

Introduction — Director’s Intent
(5//S1) The SIGINT Strategic Mission List represents the intent of the Direetor, National Sccurity Agency
SIGINT System (USSS) over the 18

J (] e e in reg issi sks-
mmunity National Intelligence P
ework, /1 egic SIGINT
anuar ratecic Mission Lis G e S
order and represent r)’\c most \ll’;e»’\l msks for the LSSS The Hsl is nm Imended m ha all eﬂcmhpassmg but

is intended to set forth guidance on the highest priorities.

Topical Missions and Enduring Targets
(S//S1) The SIGINT Strategic Mission List is divided into two parts. It includes 16 critical topical missions
jich represent missions discerned to be areas of highest priority for the USSS, where
ition to the 16 critical topical missions, Part Il of the SIGINT
St atcg ¢ Mission List includes 6 e argets that are included due to the need to work these targets
holistically because of their strategt rtance. In addition to their long-term strategic importance, the
enduring targets can potentially “trump” the highest priority topical missions on the list at any time, based
upon evolving world events. Elements of these targes are also represented throughout the topical target

or each of the 16 topical mi h of the 6 enduring targets the Strategic Mission List

(S/REL USA. AUS. CAN, GBR. NZL) H. MISSION: Information Operations: Mastering D S

“must do” target for that mission

ch the SIGINT enterprise is placing emphasi
is guidance to ot SIGINT System that it

Cyberspace and Preventing an Attack on U.S. Critical Information Systems. RVt IO T ot e £ Bl s o s 'Z?:Li
, oo
Focus Areas: achieve focus on the most critical targets

a (S//SI) Enabling Computer Network Defense (CND): Provide cyber threat waming, detection,
characterization, and mitigation services for U.S. and allied computer network operators: Named
Intrusion Sets (Including, but not limited to: Gadget Hiss, Seed Sphere/Byzantine Trace, Makers
Mark, Byzantine Candor), New intrusions,

b. (S/REL USA, AUS, CAN, GBR, NZL) Enabling Computer Network Attack (CNA): Deliver
intelligence, access. and dual-use capabilities in support of U.S. computer network attack objectives.

c¢. (S//S1) Foreign Intelligence Services’ Cyber Threat Activities: Deliver intelligence on the capabihities,
vulnerabilities, plans and intentions of foreign actors to conduct CNO agamnst USG networks and
those of interest to the USG. Identify what Foreign Intel Services know about USG capabilities,
vulnerabilities, plans and intentions to conduct CNO: China, Russia, Iran, and al-Qa’ida.

d (S//SI) Enabling Electronic Warfare (EW): Provide cognizance of the EM environment, signal
detection/geolocation, and characterization through intelligence (ELINT, COMINT, Tech SIGINT)
and other technical means to U.S. EW planners and operators: China, Russia, Iran, Iraq/Afghamistan
(IED’s) and North Korea.

e. (S//SlI) Enabling Influence Operations: Support U.S. military deception (MILDEC) and psychological
operations (PSYOP), and inter-agency Strategic Communication objectives to influence target
behavior and activities: Terrorist groups, China, North Korea, Iran, and Venezuela.

Accepted Risks:

a. Enabling CND: Isolated malicious activity that could pose a serious threat.

b. Enabling CNA

¢. FIS Cyber Threat: France, Israel, Cuba, India, and North Korea.

d. Enabling EW: (producers/proliferators): Sweden, Japan, Germany, Israel. and France.

e. Enabling Influence Operations: Pakistan and Russia.
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(S//S1) J. MISSION: Emerging Strategic Technologies: Preventing Technological Surprise.

Focus Areas: Critical technologies that could provide a strategic military, economic, or political
advantage: high energy lasers, low energy lasers, advances in computing and information technology,
directed energy weapons, stealth and counter-stealth, electronic warfare technologies, space and remote
sensing, electro-optics, nanotechnologies, energetic materials, The emerging strategic technology threat is
expected to come mainly from Russia, China, India, Japan, Germany, France, Korea, Israel, Singapore, and

Sweden.

Accepted Risks: Technological advances and/or basic S&T development on a global basis elsewhere.

Kallor till DR: USA bedrev
spionage mot Saab - med hjalp

av danska underattelsetjansten

UPPDATERAD 18 NOVEMBER 2020 PUBLICERAD 14 NOVEMBER 2020

Den amerikanska underrattelsetjansten NSA bedrev spionage mot
svensk och dansk férsvarsindustri fran en bas i Danmark. Det avsldjar
Danmarks Radio som talat med fiera killor med insyn i en pagdende
avlyssningsskandal inom danska motsvarigheten till FRA, Forsvarets
Efterretningstjeneste (FE).

Bland mélen for amerikanska NSA:s avlyssning fanns Saab och den danska
férsvarskoncernen Terma. Enligt uppgifter till DR, fran flera av varandra
oberoende killor med insyn i granskningen av den pagdende
avlyssningsskandalen i Danmark, har NSA fatt tillgéng till fiberoptiska kablar
och ett datacenter pd Amager sdder om Képenhamn. Darifrdn har man avlyssnat
hollandsk, norsk, fransk och tysk datatrafik, danska politiska institutioner och
svenska forsvarsintressen.

(S/REL USA, AUS, CAN, GBR. NZL) H. MISSION: Information Operations: Mastering
Cyberspace and Preventing an Attack on U.S. Critical Information Systems.
Focus Areas:

a (S//SI) Enabling Computer Network Defense (CND): Provide cyber threat warning, detection,
characterization, and mitigation services for U.S. and allied computer network operators: Named
Intrusion Sets (Including, but not limited to: Gadget Hiss, Seed Sphere/Byzantine Trace, Makers
Mark, Byzantine Candor), New intrusions,

b. (S/REL USA, AUS, CAN, GBR, NZL) Enabling Computer Network Attack (CNA): Deliver
intelligence. access, and dual-use capabnlmcs in support of U.S. computer network attack objectives.

c. (St ’SI) Foreign Intelligence Services’ Cyber Threat Act : Deliver intell on the ;

plans and of foreign actors to conduct CNO aganst USG networks and
lhose of interest to the USG. Identify what Foreign Intel Services know about USG capabilities,
ilities, plans and & to conduct CNO: China, Russia, Iran, and al-Qa’ida
d (S /SI) Fnablm;, Electronic Warfare (EW): Provide cognizance of the EM environment, signal
and ization through intelligence (ELINT, COMINT, Tech SIGINT)
and other technical means to U.S. EW planners and operators: China, Russia, Iran, Irag/Afghanistan
(IED’s) and North Korea

e. (S//SI) Enabling Influence Operations: Support U.S. mllllarv decepncn (\IILDEC ) and psychological
operations (PSYOP) and inter-agency Strategic Cq to infl: target
behavior and activities: Terrorist groups, China, North Korea, Iran, and Venezuela,

Accepted Risks:

a Enabling CND: Isolated malicious activity that could pose a serious threat

b. Enabling CNA

c. FIS Cyber Threat Francc Israel, Cuba, India, and North Korea.

d. Enabling EW. / ): Sweden, Japan, Germany, Isracl, and France.

e. Enabling Influence Opemuons Pakistan and Russia.

Ekonomiskt
och politiskt
splonage



Stefan Kristiansson

X sakerhetspolisen Tidigare C MUST

: Sveket mot cybersiikerheten
- FORES 2022

I3

De svenska underrittelse- och sikerhetstjins-

terna har under flera ar varnat for att underrittelse-

verksamheten 6kat mot vart land. Enligt Sikerhets-

Landerna som spionerar
mot Sverige

polisen bedriver ett femtontal linder spioneri mot
landet. Ryssland, Kina och Iran pekas ut'. Det dr bra
att man dr sa konkret nir det giller dessa tre aktdrer
och att man inte anvinder uttrycket "frimmande
Ett 15-tal lander bedriver et som kinnetecknar de linder som )
underrdttelseverksamhet och har bedriver sikerhetshotande verksam-
. - . . . het mot Sverige ar att de ligger
underrdattelseofficerare i Sverige. Hot, spionage, ner pengar, personella resurser
paverkansoperationer och uppkdp av strategisk och minga ir pd att uppni sina

betydelse dr ndgra exempel pd hur andra sikerhetspolitiska mal. Ryssland,
Kina och Iran ir de linder som utgdr det storsta

makt”. Risken dr dock att fokus hamnar helt pa de
utpekade tre och att vi inte i tillrdcklig grad skyddar
0ss mot de andra tolv.

ldnder forsoker firsvaga Sverige och pdverka Intrang i vara informationssystem torde vara det

demokratin.

underrdttelse hotet.

Stefan Kristlansson - Forsvaret avden svagaste Enken

storsta, mest akuta och dkande underrittelsehotet.

”Och sa till sist ... dven vanner och allierade spionerar”

CATRY
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Inte bara USA

De flesta nationer har
underrattelselagstiftning
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Kryptering
Advanced Encryption Standard (AES)




Kryptering

By
Data at rest

Encrypt inactive data
when stored in blob

storage, database, etc.

Datai vila

it

Data in transit

Encrypt data that is
flowing between
untrusted public or
private networks

Transport

Data in use

Protect/encrypt data
that is in use, while in
RAM, and during
computation

Anvands
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Symmetrisk ﬁ G ]
krypterl ng I Plaintext : Ciphered Decrypted __"_
(samma Sender data Data Plaintext Recipient
nyckel) data
Shared Key Shared Key

* Gar att matematiskt bevisa
e Kan bara forceras med totalproving s.k. brute-force-attacker

e Styrkan ar beroende av nyckeln
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Asymmetrisk G = 98 = =
kryptering —_ i —
, Plaintext Ciphered Decrypted
(O| ika Sender data Data Plaintext Recipient
nycklar) data

Public Key Private Key

* Bygger pa att nagot ar svart (exempelvis primtalsfaktorisering)
» Kan ga att hitta matematisk genvagar

» Sarbar mot kvantangrepp
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SVERIGES

RIKES

LAG

Krypteringskrav | lagar?

KRYPTERING OMNAMNS | VISSA FORFATTNINGAR!

» NIS 2 (artikel 21 h): Ett av sdkerhetskraven (strategier och forfaranden for anvandning av
kryptografi och, nar sa ar lampligt, kryptering)

» CSA (skdil 40): Exempel pa omraden dar Enisa kan ge rad (framja grundlaggande
radgivning om flerfaktorautentisering, programkorrigeringar, kryptering, anonymisering
och dataskydd)

> SskL (4 kap. 4 §): Om sakerhetsskyddsklassificerade uppgifter ska kommuniceras och
skyddas med hjalp av kryptografiska funktioner, ska dessa ha godkants av
Forsvarsmakten. Behorighet for FM att utfarda foreskrifter harom finns i Sskl 9 kap. 2 §

» SOU 2015:25 (s. 450): Hanvisar for narmare utformning av krypto till nationellt organ
som utpekats att svara for detta, d.v.s. FM (s. 452)

MEN — KRYPTERING DEFINIERAS INTE | NAGON FORFATTNING!

E
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Kryptering — FM:s definitioner

FORSVARSMAKTEN (FM) GER VISSA DEFINITIONER (FFS 2021:1, 1 kap. 3 §)

» Kryptoalgoritm: Matematiska funktioner i ett signalskyddssystem for skydd av information mot
réjande och foérvanskning, identifiering och autentisering.

» Signalskyddsgrad: En indelning av ett signalskyddssystems kryptologiska styrka och vad
signalskyddssystemet ar godkant for

» Signalskyddsmateriel:
1. Kryptoapparat, komponent, utrustning eller programvara som innehaller, eller avses innehalla,
kryptoalgoritmer och som ingar, eller avses ing3, i ett signalskyddssystem.
2. Annan signalskyddsspecifik materiel eller programvara.

» Signalskyddssystem: Av Forsvarsmaktens hogkvarter godkdnt system som innehdller kryptoalgoritm
for skydd av sakerhetskanslig verksamhet, inklusive sakerhetsskyddsklassificerade uppgifter, eller for
trafikskydd.

“KRYPTERING” = Matematiska
funktioner i ett signalskyddssystem...

[~
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Kryptering och legalitetsprincipen?

MEN — FM MEDDELAR JU SINA FORESKRIFTER MED STOD | REGLERNA |
SAKERHETSSKYDDSLAGEN (SskL) OCH DE GALLER JU INTE GENERELLT | ALL
SLAGS VERKSAMHET

- Savad gdller da for annan verksamhet éin sadan som omfattas av SskL?

- Kan EDPB:s rekommendationer anses utgora en generell riittskdlla, eller
gdller den bara ndr GDPR ar tillimplig?

- Kan FM:s eller EDPB:s alster tilldmpas analogt?

- EDPB:s riktlinjer/rekommendationer dr inte réittsligt
bindande, utan utgor endast rad och anvisningar...

- Vilket véiirde och tyngd har dessa i sa fall?

© Advokatfirman Singularity Law AB 61



endations

Recommendations 01/2020 on measures that
supplement transfer tools to ensure compliance with
the EU level of protection of personal data

Version 2.0

Adopted on 18 June 2021




EDPB vagledning med avseende pa kryptering
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e Skall skydda under transport, forvar och process
 Skall motsta kryptoanalys
» Skall motsta totalprovning s.k. brute-force-attacker
» Skall motsta bade aktiva och passiva attacker
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* Exempelvis sa rekommenderas att nidr AES anvandas sa skall nagon av metoderna CBC, CFB, OFB eller CTR
valjas med ej ECB.

* Val av nyckellangd skall motsta en totalprovning (brute-force attack) av NSA
* Korrekt implementering — kan verifieras genom certifiering
» Saker nyckelhantering vid generering, administration, lagring
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1. Uppgifterna ska skyddas genom tillampning av stark kryptering innan overforing sker;

2. Krypteringsmetoderna som anvands skall motsta kryptoanalys utford med sadana resurser som
utlandska myndigheter kan tankas forfoga over;

3. Krypteringsmetoderna skall motsta den tekniska utveckling som kan tinkas ske under den tid
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4. Krypteringsalgoritmerna ska vara korrekt inforda i systemen, och det ska verifieras (t.ex. genom
certifiering) att funktionerna ar fria fran sarbarheter;

5. Krypteringsnycklar ska skapas, lagras, anvandas och forstoras pa ett sdkert satt;



VVad anser EDPB vara stark kryptering

1. Uppgifterna ska skyddas genom tillampning av stark kryptering innan overforing sker;

2. Krypteringsmetoderna som anvands skall motsta kryptoanalys utford med sadana resurser som
utlandska myndigheter kan tankas forfoga over;

3. Krypteringsmetoderna skall motsta den tekniska utveckling som kan tinkas ske under den tid
uppgifterna behandlas, inklusive sa kallad totalprovning (eng. ”brute-force”);

4. Krypteringsalgoritmerna ska vara korrekt inforda i systemen, och det ska verifieras (t.ex. genom
certifiering) att funktionerna ar fria fran sarbarheter;

5. Krypteringsnycklar ska skapas, lagras, anvandas och forstoras pa ett sdkert satt;

6. Krypteringsnycklarna ska helt och hallet férvaras sa att de endast kan brukas av
personuppgiftsansvarig (eller av denne utsett personuppgiftsbitrade som ar verksam inom EU/EES
eller inom en jurisdiktion med adekvat skyddsniva), dvs, nyckelmaterialet halls fullstandigt oatkomligt
for leverantoren for saval atkomst som anviandning.
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* Leverantoren garanterar att det inte kan lamna ut kundens
krypteringsnyckel ” Vi ger inte ndgon myndighet tillgang till
vdra krypteringsnycklar eller méjlighet att bryta var
kryptering”
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krypteringsnyckel ” Vi ger inte ndgon myndighet tillgang till
vdra krypteringsnycklar eller méjlighet att bryta var
kryptering”

e Punkt 81 "As an example, U.S. data importers that fall under
50 USC § 1881a (FISA 702) are under a direct obligation to
grant access to or turn over imported personal data that
are in their possession, custody or control. This may extend
to any cryptographic keys necessary to render the data
intelligible.”
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* Leverantoren garanterar att det inte kan lamna ut kundens
krypteringsnyckel ” Vi ger inte ndgon myndighet tillgang till
vdra krypteringsnycklar eller méjlighet att bryta var
kryptering”

e Punkt 81 "As an example, U.S. data importers that fall under
50 USC § 1881a (FISA 702) are under a direct obligation to
grant access to or turn over imported personal data that
are in their possession, custody or control. This may extend
to any cryptographic keys necessary to render the data
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* Okej- men vi har gjort det teknisk omdjligt for oss att
ldmna ut kundens nyckel.




Tjanstkryptering
SharePoint Online

* Nycklarna som anvands for att kryptera blobarna lagras i SharePoint
Online-innehallsdatabasen. SharePoint Online-innehallsdatabasen
skyddas av databasatkomstkontroller och kryptering i vila. Kryptering
utfors med hjalp av TDE i Azure SQL Database. Dessa hemligheter
finns pa tjanstniva for SharePoint Online, inte pa
klientorganisationsniva. Dessa hemligheter (kallas ibland for
huvudnycklar) lagras pa en separat saker lagringsplats som kallas
nyckellagringsplats. TDE ger sakerhet i vila for bade den aktiva
databasen och databassakerhetskopiorna och transaktionsloggarna.
Nar kunder tillhandahaller den valfria nyckeln lagras kundnyckeln i
Azure Key Vault och tjansten anvander nyckeln for att kryptera en
klientnyckel, som anvands for att kryptera en platsnyckel, S6m sedan
anvands for att kryptera filnivanycklarna. | princip introduceras en ny
nyckelhierarki nar kunden tillhandahaller en nyckel.

https://learn.microsoft.com/sv-se/microsoft-365/compliance/office-365-encryption-risks-and-protections?view=0365-worldwide ( \
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