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What  Keeps  me  up  at  night


Hype	
  	
  



PROBLEM 1  
 
 

“Computer and Media Technology”  research and 
development, adoption and implementation is driven to 
a large extent by “hype” and security  and privacy issues 
and legal constraints are neither thought about or taught 
correctly! 



EXAMPLE GARTNERS SECURITY HYPE CURVES 2003 



PROBLEM 1  
 
 Computer and Media Technology research and development, 

adoption and implementation is driven to a large extent by 
“hype” and security ,privacy and the law  are neither thought 
about or taught  correctly! 

Do you want to 
buy a 
parachute?

What ???????
We need to 
make this thing 
a light as 
possiblle!



PROBLEM 1  
 
 Computer and Media Technology research and development, 

adoption and implementation is driven to a large extent by 
“hype” and security issue and other constraints are neither 
thought about or taught correctly correctly! 

hAp://ca.news.yahoo.com/blogs/good-­‐news/airplane-­‐recovery-­‐parachute-­‐saves-­‐three-­‐lives-­‐
connec3cut-­‐crash-­‐171749029.html	
  





Why	
  are	
  we	
  climbing	
  walls?	
  

Drowning	
  in	
  Data	
  

Kowalski Quotes Swedish-Norwegian-English 
– «An arena where you can exercise with complex 
socio-technical systems  
 
 
 
	
  

«We	
  have	
  a	
  number	
  of	
  great	
  climbing	
  wall	
  in	
  
Norway	
  to	
  keep	
  fit	
  which	
  is	
  great	
  .	
  Unfortnuatley	
  
we	
  need	
  beAer	
  swimming	
  pools	
  since	
  most	
  of	
  
Norwegians	
  are	
  drowning	
  in	
  data!	
  	
  



A  Work  Plan  for  The  Next  XX  Minutes  Together


	
  
•  Introduc3on	
  

•  Model	
  
•  Me	
  model	
  You	
  -­‐	
  	
  US	
  	
  

•  Calibra3on?	
  

•  Security	
  Modeling	
  and	
  Socio-­‐Techncial	
  Modeling 	
   	
   	
  	
  
•  Some	
  History	
  
•  Some	
  Theory	
  
•  Some	
  Prac3se	
  

	
  
•  Discussion	
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“You	
  con3nually	
  need	
  to	
  learn	
  to	
  mange	
  yourself	
  and	
  
your	
  organiza3on	
  or	
  society	
  efficient	
  and	
  effec3vely	
  
with	
  incen3ves	
  and	
  disincen3ve	
  or	
  	
  you	
  will	
  end	
  up	
  
being	
  managed	
  by	
  your	
  enemies	
  or	
  near	
  friends.	
  “	
  
	
  
	
  The	
  Informa3on	
  Security	
  Management	
  Group	
  
researches	
  	
  and	
  teaches,	
  	
  theore3cal,	
  empirical,	
  
applied	
  and	
  clinical	
  	
  methods	
  and	
  techniques	
  to	
  
	
  	
  

model,	
  mea-­‐sure,	
  manage	
  	
  	
  
i.e.	
  	
  govern	
  	
  

	
  
informa3on	
  security	
  management	
  system’s	
  	
  

strengths	
  (security,	
  privacy)	
  and	
  weaknesses	
  (Risk)	
  	
  
at	
  the	
  	
  	
  

individual,	
  
organiza3on	
  	
  

and	
  	
  
na3on	
  
	
  levels.	
  

Informa(on	
  Security	
  Mana-­‐-­‐gement	
  and	
  Privacy	
  Group	
  (ISMP-­‐G)	
  

!	
  Manage	
  or	
  be	
  Mana-­‐ged	
  !	
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Let Us Callibrate 
 
 

https://oldplay.dsv.su.se/
hypercaster/3762/
width=640/height=360/
link.js 
 
 

Security	
  Behavior	
  Economics	
  

The	
  PICS	
  seminar	
  is	
  a	
  PICS	
  forum	
  for	
  research	
  in	
  the	
  fields	
  
of	
  privacy	
  and	
  informa3on	
  security	
  and	
  cyber	
  security.	
  
We	
  discuss	
  both	
  prac3ce	
  and	
  new	
  research	
  and	
  improve	
  
our	
  knowledge	
  about	
  selected	
  prac3ce	
  and	
  research	
  
areas	
  of	
  common	
  interest.	
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Socio-Techincal Systems Engineering 
Mapped on Information Security 

Informa3on	
  
Security	
  

Administra3ve	
  
Security	
  

Technical	
  
Security	
  

Physical	
  
Security	
   IT-­‐Security	
  

Computer	
  
Security	
  

Communica3on	
  
Security	
  

Machines

Cultures
Methods

Structures



Kowalski    is	
  a	
  cup	
  that	
  runneth	
  over	
  	
  and	
  on!	
  



Royal	
  Canadian	
  Mounted	
  Police	
  
1980-­‐1985	
  

Some  History


Risk	
  and	
  Security	
  Manager	
  
Ericsson	
  Global	
  Services	
  	
  

2006-­‐2009	
  
	
  

	
  
	
  

Security	
  Architect	
  
Cyber	
  Security	
  Officier	
  
2009-­‐2011	
  &	
  2015-­‐2018	
  

	
  
r	
  



	
  
“You	
  con3nually	
  need	
  to	
  learn	
  to	
  mange	
  yourself	
  and	
  
your	
  organiza3on	
  or	
  society	
  efficient	
  and	
  effec3vely	
  
with	
  incen3ves	
  and	
  disincen3ve	
  or	
  	
  you	
  will	
  end	
  up	
  
being	
  managed	
  by	
  your	
  enemies	
  or	
  near	
  friends.	
  “	
  
	
  
	
  The	
  Informa3on	
  Security	
  Management	
  Group	
  
researches	
  	
  and	
  teaches,	
  	
  theore3cal,	
  empirical,	
  
applied	
  and	
  clinical	
  	
  methods	
  and	
  techniques	
  to	
  
	
  	
  

model,	
  mea-­‐sure,	
  manage	
  	
  	
  
i.e.	
  	
  govern	
  	
  

	
  
informa3on	
  security	
  management	
  system’s	
  	
  

strengths	
  (security,	
  privacy)	
  and	
  weaknesses	
  (Risk)	
  	
  
at	
  the	
  	
  	
  

individual,	
  
organiza3on	
  	
  

and	
  	
  
na3on	
  
	
  levels.	
  

Informa(on	
  Security	
  Mana-­‐-­‐gement	
  and	
  Privacy	
  Group	
  (ISMP-­‐G)	
  

!	
  Manage	
  or	
  be	
  Mana-­‐ged	
  !	
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hAp://www.d3c.mil/d3c/tr/fulltext/u2/a166920.pdf	
  

1984	
   Some	
  History	
  of	
  Security	
  Modeling	
  



hAp://www.d3c.mil/d3c/tr/fulltext/u2/a166920.pdf	
  

“Computer	
  security	
  models	
  are	
  engineering	
  models,	
  giving	
  them	
  
somewhat	
  more	
  freedom	
  than	
  models	
  used	
  in	
  physical	
  science.	
  
	
  	
  
In	
  physical	
  science,	
  reality	
  comes	
  first,	
  and	
  one	
  uses	
  a	
  model	
  to	
  make	
  
predic3ons	
  about	
  physical	
  events	
  and	
  measurements.	
  	
  
	
  
If	
  a	
  predic3on	
  fails,	
  the	
  model	
  is	
  wrong.	
  	
  
	
  
	
  
In	
  engineering,	
  the	
  model	
  comes	
  first.	
  
	
  
The	
  engineer	
  decides	
  what	
  the	
  system	
  ought	
  to	
  do,	
  and	
  then	
  
constructs	
  a	
  system	
  that	
  does	
  it.	
  	
  
	
  
If	
  the	
  system	
  output	
  does	
  not	
  match	
  the	
  model,	
  	
  
the	
  system	
  is	
  wrong,	
  not	
  the	
  model.	
  
	
  

1984	
   Some	
  History	
  of	
  Security	
  Modeling	
  



  
What  is  an  Educated  Person?


One	
  who	
  in	
  every	
  subject	
  he	
  ”or	
  she”	
  studies	
  looks	
  	
  for	
  only	
  so	
  much	
  precision	
  
as	
  its	
  ”nature	
  ”permits	
  
(Aristotle,	
  350	
  BC)	
  

Ques3ons	
  	
  	
  1994	
  
	
  
What	
  	
  is	
  the	
  nature	
  of	
  informa3on	
  security/insecurity	
  
	
  

Sunking	
  “CapStone”	
  1994	
  



	
  
Science	
  Social	
  	
  :	
  If	
  a	
  predic3on	
  fails,	
  the	
  model	
  is	
  wrong.	
  	
  
	
  
Technology	
  :	
  If	
  the	
  system	
  output	
  does	
  not	
  match	
  the	
  model,	
  	
  
the	
  system	
  is	
  wrong,	
  not	
  the	
  model.	
  
	
  

Some	
  History	
  of	
  Security	
  Modeling	
  



Some	
  History	
  of	
  Security	
  Modeling	
  

Essentially, all models are wrong, but some are useful. 
(Box and Draper 1987, 424)	
  



Some	
  History	
  of	
  Security	
  Modeling	
  
1989	
  



A  Socio-­‐Technical  Dynamic  Model
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A  Socio-­‐Technical  Sta9c    Model




A  Work  Plan  for  The  Next  30  Minutes  Together


•  Security	
  Modeling	
  and	
  Socio-­‐Techncial	
  Modeling 	
   	
   	
  20	
  Minute	
  
	
  

•  Some	
  History	
  
•  Some	
  Theory	
  
•  Some	
  Prac3se	
  

	
  
•  Prolog	
  Roundtable	
  Session	
  II 	
   	
   	
   	
   	
  	
   	
  5	
  Minutes	
  

•  Introduc3on	
  to	
  Cases	
  	
  Study	
  Escla3on	
  Maturity	
  Modeling	
  Valida3on	
  

•  Ques3ons	
   	
   	
   	
   	
   	
   	
   	
   	
   	
  (5	
  Minutes)	
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Where	
  Theory	
  and	
  Prac3se	
  Meet	
  

Next	
  Workshop	
  2019	
  
June	
  –Stockholm	
  
	
  
Open	
  for	
  Business	
  Cases.	
  





Mental  Models

•  The	
  concept	
  was	
  first	
  introduced	
  by	
  Kenneth	
  Craik	
  in	
  his	
  book	
  	
  
	
  	
  	
  	
  	
  The	
  Nature	
  of	
  Explana1on	
  (1943).	
  

•  that	
  the	
  mind	
  forms	
  models	
  of	
  reality	
  and	
  uses	
  them	
  to	
  predict	
  similar	
  
future	
  events.	
  

•  User	
  gain	
  experience	
  	
  by	
  seeing	
  and	
  using	
  thinks	
  and	
  systems	
  

•  User	
  gradually	
  form	
  a	
  working	
  model	
  of	
  the	
  systems	
  based	
  on	
  their	
  past	
  
experience.	
  

•  As	
  they	
  use	
  gain	
  more	
  experience	
  they	
  develop	
  a	
  model	
  to	
  predict	
  how	
  the	
  
system	
  works	
  or	
  does	
  not	
  work	
  

•  hAp://managementhelp.org/systems/systems.htm	
  



Mental  Model  ATM




Naïve  physics  (Visual  Logic  to  predict  path  of  Ball  )    

 • What	
  would	
  happen	
  to	
  a	
  ball	
  shot	
  through	
  this	
  

pipe?	
  

•  People	
  oqen	
  respond	
  by	
  assuming	
  
curvilinear	
  momentum	
  
– McCloskey	
  and	
  ProffiA	
  

A	
   B	
   C	
  



A Measurement���
Culture and Adoption���

Bell Curve
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Machines	
  

Processes	
  

Smart	
  Card	
  

Cultures	
  

Predicting Secure Technology
 Adoption Culture

Structures 



Machines	
  

Smart	
  Card	
  

Cultures	
  

Predicting InSecure Technology 
Adoption Culture

Processes	
  

Structures 



Case Study in Socio-
Techncal Security Mental 
Models at a Swedish 
Agency  

 

Tove Wätterstam 

Stewart Kowalski 

Robert Hoffmann 



Tove Wätterstam, Stewart Kowalski, Robert Hoffmann DSV 

The Problem 

Information Security Incidents  {X,Y,Z} has occurred  

 What should we do so it does not happen again? 

Policys,	
  	
  Guidelines,	
  
Rules...	
  

(Social) 

(Technical) 



Mental Models – Related work 

The SBC Model (Kowalski 1991) 
Valued Based Risk Analysis: The Key to Sucessfull Commercial Security Targets 

for the Telecom Industry (Kowalski et al 2002) 

Mental models of Data Privacy and Security Extracted from Interviews with 
Indians (Diesner et al. 2005)  

Mental models of Computer Security Risks (Asgharpour et al 2007) 

 

 

Tove Wätterstam, Stewart Kowalski, Robert Hoffmann DSV 

Existing Mental Security 
Model 

Introducing and evaluating 
different Mental Security 

Models  

Long terms effect of 
introducing Mental Security 

Models 



Tove Wätterstam, Stewart Kowalski, Robert Hoffmann DSV 

Experiment 

Mental	
  Security	
  Models	
  
Lecture	
  

NO	
  Mental	
  Security	
  Models	
  
Lecture	
  

SBC	
  
Security	
  
Model	
  



Tasks to solve for the groups 

 
 

•  Allocate limited resources on five different information security improvment 
actions 

•  Describe what went wrong and how to avoid two different information security 
incidents, described in time set log format respectively in text format 

•   Describe general and specific problems with the organization‘s IT security 
policy. 



Results from the experiment 
a.  Allocate resources - money 
b.  Incident described as log file 

c.  Incident described in text format 

0 	
  1 	
   	
  2 	
   	
  3 	
   	
  4 	
   	
  5 	
   	
  6 	
  	
  7 	
  	
  8 	
   	
  9 	
  10	
  	
  	
  	
  	
  	
  

Mental	
  model	
  lecture	
  No	
  lecture	
  

c	
  
b	
  
a	
  



Results from the experiment  
 

The trained socio-technical modeling group suggestions to 
improve existing IT security policy were ranked significally 
higher to a „blinded“ expert reviews 

 

 

0 	
  1 	
   	
  2 	
   	
  3 	
   	
  4 	
   	
  5 	
   	
  6 	
   	
  7 	
   	
  8 	
   	
  9 	
  10	
  	
  	
  	
  	
  	
  

Mental	
  model	
  lecture	
  No	
  lecture	
  

_____________________________________________	
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Norwegian Cyber Ranges -NCR 
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Research Partners and Beta Customers  
Welcome to contact  

 
stewart.kowalski@ntnu.no 

 

https://www.ntnu.no/ncr 



A national/International  cyber range for testing, 
training, educating and researching the socio-technical 
problems and soultions with the adoption and 
intergration of  cyber and information technologies in 
organization and societies. 

SOCIETY	
  

DIGITAL	
  VALUE	
  CHAINS	
  

CYBER	
  INFRASTRUCTURE	
  

-­‐	
  Strategic,	
  policy	
  and	
  regula1on	
  level	
  

-­‐	
  Opera1onal	
  and	
  tac1cal	
  decision	
  level	
  


